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Pennsylvania Hospital System Suffers Costly Hack 

May 21, 2021 

A six-year long investigation by the IRS, Secret Service, and U.S. Postal inspectors has culminated in a 

guilty plea by a Michigan man in the hack of personnel records of over 65,000 employees of the 

University of Pittsburgh Medical Center (UPMC). UPMC is the largest health care provider in the 

State of Pennsylvania. 

Over the course of several months in 2014, Justin Johnson, otherwise known as “The DearthStar” 

and “Dearthy Star” on the dark web, exploited UPMC’s PeopleSoft HR software to gain access to 

employees’ personal information. Johnson then sold the information on the dark web, where the 

data was used by other criminals in Venezuela and elsewhere to file over 1300 false Form 1040 

federal income tax returns. The returns resulted in over $1.7 million in false refunds. 

While it is noteworthy that Johnson was ultimately caught and brought to justice, those in the health 

and pharmaceutical industries should also note an additional consequence of the hack—a class 

action lawsuit brought by UPMC employees against their employer over the hospital network’s 

failure to protect their personal information. 

The lawsuit, currently in settlement negotiations, went all the way to the Pennsylvania Supreme 

Court. While the suit failed in the lower courts, the Supreme Court ultimately held that UPMC’s 

collection of its employees’ personal information meant that it could be held to a higher standard of 

care in the protection of that information from data breaches, indicating the UPMC’s duty to protect 

arose from common law principles of negligence, The decision placed UPMC on the hook for 

potentially significant monetary damages, the extent of which will be determined through the 

ongoing settlement discussions.  
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The FisherBroyles Pharmacy and Health Care Law team is pleased to keep you updated on events of 

interest to those in the healthcare, medical device, and pharmaceutical industries.  

 

For questions related to the subject matter of this alert, and cybersecurity issues in general, please 

contact any of the listed attorneys. 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Brian E. Dickerson Anthony J. Calamunci 

brian.dickerson@fisherbroyles.com Anthony.calamunci@fisherbroyles.com 

202.570.0248 419.376.1776 

 

 

Nicole Hughes Waid Amy L. Butler 

nicole.waid@fisherbroyles.com amy.butler@fisherbroyles.com 

202.906.9572 419.340.8466 


